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NetQuest Interceptors 
Intelligent Monitoring Access Solutions for Cyber Surveillance Applications 

 

TECHNICAL WHITE PAPER 
 
ABSTRACT 
NetQuest Interceptors provide purpose built optical network monitoring access solutions used by 
government agencies and systems integrators for cyber surveillance applications. 

National defense initiatives commonly require government agencies to monitor large communications 
networks that are not under their primary control.   Traditional methods for agencies to access complex 
and evolving optical transport networks are costly and inefficient.  Some of the challenges these cyber 
surveillance missions must overcome in order to access ultra-long haul, regional and metro optical 
networks for real-time monitoring include: 

 Identification of transport signaling present on optical fiber links 

 Direct fiber access for Ethernet based analytic tools (deep packet inspection, capture devices, 
DDoS detection, etc.) to wide area network transport protocols including DWDM, 100G+ 
Coherent, OTN, native Ethernet and SONET/SDH 

 Analysis of an exponentially expanding number of traffic flows 

An automated solution is required to quickly discover and track the architecture of a target network 
while also providing intelligent traffic intercept capabilities. 

 
Figure 1: NetQuest’s Intelligent Cyber Surveillance Solution for Optical Transport Networks 
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NetQuest Interceptor 
NetQuest’s solutions help government agencies and systems integrators to quickly, easily and cost-
effectively deploy flexible signals intelligence (SIGINT) and intercept solutions for monitoring large-scale 
optical transport networks. 

NetQuest Interceptors provide: 

 Continuous optical network survey 

 Intelligent traffic intercept and translation of Wide Area Network to standard Ethernet 

 Real-time packet manipulation 

 Current and historical optical transport network analytics 

Network Survey / Auto-Discovery 
The key technology behind the NetQuest Interceptor is the optical fiber network survey, or auto-
discovery function. With no previous knowledge of how an individual optical fiber link is provisioned, the 
automated discovery process reveals the key attributes of the monitored optical communication signal: 

 Signal presence 

 Optical signaling speed 

 Signal type 

 OTN and SONET/SDH channelization structure 

 Transport network overhead Information 

 Framing / IP protocol / UDP port detection 

In order to optimize the network survey information conveyed, the Interceptors do not rely solely on 
transport overhead information to determine signaling attributes. In fact, the Interceptors integrate 
internal de-framers and protocol analyzers to confirm these details. Hence, users can trust the auto-
discovery results to make informed traffic intercept decisions. 

Modern transport networks are using a combination of real-time analytics and SDN controllers to 
reconfigure networks and provide bandwidth on demand.  Monitoring applications must be able to 
quickly identify changes to the network topology in order to maintain surveillance.  NetQuest’s auto-
discovery function runs continuously and identifies real-time network provisioning changes so that 
traffic intercept can adjust and surveillance can be maintained. 

 
Figure 2: Auto-Discovery displays the structure of the optical transport network with no previous knowledge of its provisioning. 
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Traditionally, identification of the fiber optic signaling methods would require hours, or sometimes days, 
for an engineer to determine using a combination of costly test equipment (spectrum analyzers, 
protocol analyzers, etc.) and complex transport gear (routers, ROADMs, etc.).  The NetQuest auto-
discovery process can reduce this effort to minutes, or even seconds, depending on the level of signaling 
channelization. 

Intelligent Traffic Intercept 
Once the details of the optical signaling 
structure have been identified, the 
Interceptor allows the user to make intelligent 
traffic intercept decisions based on the auto-
discovery results and subsequently steer 
traffic of interest to standard Ethernet output 
ports.  NetQuest supports the following traffic 
intercept capabilities: 

 Traffic targeting based on network 
traffic segments (DWDM wavelength, 
OTN tributaries, SONET/SDH 
containers) 

 Selective rules-based traffic steering 
based on per-packet analysis of 5-
tuple, VLAN tags, MPLS labels, MAC 
addresses, etc. 

Targeted traffic has WAN transport layers 
removed and is steered to downstream tools 
directly over a specific Ethernet output port 
but can also be spread across multiple 
Ethernet output ports using user-defined load 
balancing algorithms. 

Real-Time Packet Manipulation 
The NetQuest Interceptors also support a 
wide array of real-time packet manipulation 
capabilities allowing the user to modify traffic 
streams on a packet-by-packet basis prior to 
the traffic being output to an Ethernet based 
analytic tool. 

Packet manipulation features include: 

 Option to remove or pass all VLAN tags and/or MPLS labels from ingress to egress 

 Insertion of custom VLAN tags with configurable VLAN ID 

 Modification of source and destination MAC addresses for routing traffic through a local area 
network 

 Metadata generation appended to the end of each packet including timestamp and source 
network segment identification 

 

 
Figure 3: Interceptors enable direct access to the optical transport network. Users 
can target traffic on any individual network segment, remove WAN transport 
layers and extract IP packets, streams or flows of interest. 
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Optical Transport Network Analytics 
Those responsible for network surveillance must understand how the network is evolving in order to 
ensure critical surveillance is maintained and the proper monitoring solution is employed.  NetQuest’s 
Alpine Patrol is a cloud based software tool which expands network visibility for modern Cyber Security 
Operational Centers (CSOC).  Alpine Patrol manages the Interceptor’s traffic targeting functions and 
provides current and historical analytics for tracking the state of the monitored network. 

 

Figure 4: Optical transport network analytics provides tracking mechanism for transport network structure changes over time. 

Network monitoring solutions must be aware of physical transport network changes.  By providing 
continuous visibility through complex multi-layer transport networks, Alpine Patrol provides automated 
responses to network provisioning changes and removes the need for costly on-site engineers and 
additional equipment.  The analytics application offers flexible alarm reporting where the user can 
create thresholds based on the available network analytic parameters including traffic types, transport 
overhead information and monitored traffic bandwidth.  Each threshold setting can be used to trigger 
alarms notifying surveillance operations centers of configuration changes to the monitored network so 
that the appropriate response can be initiated.   

Summary 
NetQuest Interceptors combine unique network survey and continuous SIGINT capabilities with 
comprehensive traffic intercept functions to optimize large cyber surveillance applications regardless of 
the optical network architecture. The programmable resources are easily adapted to handle custom 
features or emerging network protocols and transport interfaces.  NetQuest is committed to using its 
expertise in transport protocol handling to continuously solve global monitoring access challenges. 
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